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Abstract of the contribution: This contribution is to clean up the FFSs of Solution 6.1.4 in TR 23.733.
1.
Discussion
After the SA2#119, there remain some Editor’s Notes in Solution 6.1.4 to be resolved:

Editor’s Note: How to support the eRemote-UE in out of coverage is FFS. 

Editor’s Note: It’s FFS how to provide the trust relationship to MME for authorization.

Editor’s Note: It’s FFS how the trust relationship is used in other procedures (e.g. authentication or service request). 

To support the dynamic trust relationship establishment when the eRemote-UE is out of coverage (OoC), the ProSe Function cannot send PC3 messages directly to the eRemote-UE, thus the ProSe Function can only send PC3 messages if they are relayed by the eRelay-UE. 

Resolution 1: To address the OoC scenario, the ProSe Function use an encrypted container to send to the eRemote-UE.

As discussed in the overall description in S2-172093, the MME is the most suitable entity in the core network to control an eRemote-UEs access the network via a specific eRelay-UE.  

Resolution 2: The eRelay-UE MME shall be aware of the trust relationship between eRemote-UE and eRelay-UE.
With the trust relationship in the eRelay-UE’s subscription, the eRelay-UE MME can authorize whether eRemote-UE can access the network via this specific eRelay-UE, so the trust relationship can be used in authorization e.g. Solution 6.1.3. 
Resolution 3: The eRelay-UE MME uses the trust relationship to authorise an eRemote-UE’s access the network via eRelay-UE. This is described in solution 6.1.3.
2.
Proposals

This contribution proposes the following update to Solution 6.1.4.

***** Beginning of changes *****
6.1.4
Solution 4: Dynamic Trust relationship establishment

6.1.4.1
Description

6.1.4.1.1
General
This solution addresses Key Issue #1. This solution is used to provide information to MME for authorization of the eRemote UE to access to network via an eRelay UE(e.g. solution 6.1.3 ). The basic principles of trust relationship establishment between an eRemote-UE and an eRelay-UE are as follows:

-
The ProSe Function in the HPLMN establishes the trust relationship for an eRemote-UE and an eRelay-UE;

-
The ProSe Function in the HPLMN updates the trust relationship to HSS as a part of the eRelay-UE Subscriber context.

Depicted in Figure 6.1.4.1.1-1 is the eRelay-UE Context stored in the ProSe Function after trust relationship establishment procedure, including eRemote-UE ID who has the trust relationship with the eRelay UE, IMS of the trust relationship. 
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Figure 6.1.4.1.1-1: eRelay-UE Context stored in the ProSe Function
To utilize the trust relationship to control the eRemote-UE access via a specific eRelay-UE, the MME obtains it from the HSS, in which the trust relationship from ProSe Function is stored as part of the subscription data. Based on the trust relationship, the MME can perform the authorization when an eRemote-UE requires to access to the network via the specific eRelay-UE.
6.1.4.1.2
Trust relationship establishment procedure
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Figure 6.1.4.1.2-1: Trust relationship establishment procedure
0.
The eRemote-UE discovers an eRelay-UE by using eRelay Open Discovery defined in Solution 6.2.1 and obtains the Layer-2 ID of the eRelay-UE.
1.
The eRemote-UE sends a Bonding Request message (eRemote-UE ID) to the eRelay-UE. The eRemote-UE ID is set to the eProSe Discovery UE ID of the eRemote-UE. 
2
.
If the eRelay-UE determines to provide the relay service for the eRemote-UE(e.g. user interaction), the eRelay-UE sends a Trust Relationship Establishment Request Message (eRemote-UE ID, eRelay-UE ID) to the ProSe Function in HPLMN. The eRelay-UE ID is set to IMSI.

NOTE 1:
How the eRelay-UE determines whether to provide the relay service for the eRemote-UE is left to UE implementation, e.g. by OS layer interaction.

3.
The ProSe Function in HPLMN checks whether the eRelay-UE is authorized to act as an eRelay-UE and the eRemote-UE is authorized to access the network through the eRelay-UE. If the eRelay-UE and the eRemote-UE are both authorized, the ProSe Function in HPLMN establishes the trust relationship between eRemote-UE and eRelay-UE, and responds to the eRelay-UE with a Trust Relationship Establishment Response (To-eRemote-UE Container (eRelay-UE ID, eRelay Specific Code, security parameter)) message. 
To-eRemote-UE Container is used to transfer parameters between the eRemote-UE and the ProSe Function, and is sent transparently through the eRelay-UE. The eRelay-UE ID is set to the eProSe Discovery UE ID of eRelay-UE. The security parameter is used to generate keys for protecting the connections between eRemote-UE and eRelay-UE.
4.
The eRemote-UE receives the Bonding Acknowledge (To-eRemote-UE Container) message from the eRelay-UE..

NOTE 2:
How to encrypt the To-eRemote-UE Container to eRemote-UE depends on SA3.
5.
The ProSe Function in HPLMN sends Update PreSe Policy Data (IMSI, Pair of eRemote-UE ID-IMSI) message to the HSS. IMSI is set to eRelay UE’s IMIS. The pair of eRemote-UE ID-IMSI is derived from the eRemote-UE context. The HSS adds a new entry or updates an entry in eRelay-UE’s trust relationship list for the eRemote-UE.
NOTE 3: 
Step 3 and Step 5 may be performed by the ProSe Function in HPLMN at the same time.

6.
The HSS sends an Insert Subscriber Data (IMSI, Pair of eRemote-UE ID-IMSI) message to the eRelay-UE MME. 

7.
The eRelay-UE MME stores the trust relationship, i.e. the Pair of eRemote-UE ID-IMSI in the eRelay-UE context . The MME acknowledges the Insert Subscriber Data message by returning an Insert Subscriber Data Ack (IMSI) message to the HSS. 
The eRelay-UE MME performs authorization based on the stored trust relationship when eRemote-UE accesses the network via eRelay-UE as described in solution 6.1.3.



6.1.4.2
Impact Analysis

6.1.4.3
Evaluation

Editor's Note: This clause will contain evaluation on the system impacts, e.g., UE, access network and non-access network.
***** End of changes *****
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